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Here, we shall discuss the security measures St ‘ "
four services as shown in figure 13.12 PPl > €ach single message The security provides
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Fig 1312 Message securty
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to achieve the privacy.
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has received has come from a specific sender. The digital signature can provide the nonrepudiation.

13.8.3. Performance Comparison of Secret Key and Public Key Cryptosystems
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Cryptography is Greek word which means secret writing. Figure 13.1 shows the cryptography
components.
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Fig. 13.1. Cryptography components

1. Plaintext
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The original message produced by the sender s called as plaintext. Itis data before transmission.

2 Ciphertext

The plaintext is transformed into ciphertext. The encryption program converts the plaintext
into ciphertext.
3. Decryption

Decryption is a process which is exactly opposite to encryption. The decryption algorithm at the
receiver transforms the ciphertext back to plaintext.

4 Ciphers

The encryption and decryption algorithms together are referred to as ciphers. This term is also
used to refer to different categories of algorithms in cryptography. It is not necessary to have a
separate cipher for each sender or receiver pair. Instead, it is possible to use public ciphers with
secret keys for millions of pair of sender and receiver.

5.AKey
A key is a value or a number. The cipher as an algorithm operates on the key. For the encryption

of a message, we have to use an encryption algorithm, an encryption key and the plaintext at the
input as shown in the figure 13.2 (a). At the output of the encryption box, we get the ciphertext. For
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Fig. 13.2. Encryption and decryption
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