8.14. ATM QUALITY OF SERVICE (QOS)
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EXAMPLE 13.2. Select suitable values of A, B, N, D and E and demonstrate the encryption anq
" decryption procedures used in RSA algorithm.

Solution :

(i) First, let us select A and B.
Let the two prime numbers A and B be as under :
A=11, B=23

(ii) Then, we evaluate N and T.
N=AxB=11x23=253
T=(A-1)(B-1)=10x 22 =220.

(iii) Then, we evaluate D and E.

E(public key) should not have any factor other than 1 in common with T .. 220.

Thus, 20=2x2x55=2x2x5x1l

Hence, we can select E=3

Now, we evaluate D(private key) with the help of following expression :
D=ElmodT

Therefore, D = 3! mod 220

Now, D can be calculated as under :
Next, we find the (multiple of 220 + 1) which is divisible by 3. Then, we divide that number by

3 and select the quotient of this division as D.
Therefore, (220 x 1) +1 = 221 not divisible by 3
(220 x 2) + 1 = 441 it is divisible by 3.

Therefore, _EJ,_ =147

or D =147

(iv) Now, let us carryout encryption.

Let the letter 1 is to be sent.
Plaintext M = 9, as F is the ninth alphabet.

Therefore,
Hence,  Ciphertext C = MEmod N i
or C =9 mod 221
Hence, C =729 mod 221
729
or C= 71

Q = 3 remainder = 66
Therefore, Ciphertext C = 66
This number is sent to the receiver.

(v) Finally, let us carryout decryption.
Plaintext M = C” mod N = 66! mod 221 = 9,

Thus, the original number is obtained.
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